Privacy Policy
Les Toises Wellbeing Center MC FZ LLC

Last updated: [DD Month 2026] | Effective date: [DD Month 2026]

1. Who we are

Les Toises Wellbeing Center MC FZ LLC ("Les Toises", "the Centre", "we", "us", "our") is a mental health
polyclinic licensed in Dubai, United Arab Emirates.

Legal name Les Toises Wellbeing Center MC FZ LLC

Legal form Free Zone Limited Liability Company

Commercial licence No. 105972, issued by the Dubai Development Authority (DDA)
Health facility licence No. 6960060, Dubai Health Authority (DHA) — Polyclinic (Multiple

Specialties): Psychiatry and Psychology

Registered address Office 201, Boutique Office No. 02 (DMC B0O02), Al Zahra Street, Al Safa
Second, Dubai Media City, Dubai, UAE

Medical Director Dr. Franziska Gamma Vanappelghem, Consultant Psychiatrist
Website www.lestoises.ae
General enquiries info@lestoises.ae / +971 4 580 6514

Privacy / data protection contact  info@lestoises.ae

We are the controller of the personal data described in this policy. This policy explains how we handle
personal data collected through our website and how that connects to the clinical records we hold as a
licensed healthcare facility.

Your medical record itself is governed additionally by UAE health data law and by the consent forms you
sign at the Centre. Where this policy and a signed clinical consent form differ, the clinical consent form
governs the medical record.

2. Scope

This policy applies to:
¢ Visitors to www.lestoises.ae and any sub-domains;

¢ People who contact us through the website (contact forms, appointment requests, callback
requests, newsletter sign-up);

¢ People who message us via [WhatsApp / email / phone numbers published on the site].

It does not apply to third-party websites we link to, or to social media platforms we maintain a presence
on (those platforms are separate controllers of the data they collect about you).

3. What we collect



3.1 Information you give us

Category Examples When

Identity & contact data Name, email address, telephone number, Contact form, appointment
preferred language, country of residence request, callback request

Appointment data Preferred practitioner, preferred date/time, Booking or enquiry forms

whether you are a new or returning patient,
whether the request is for yourself or another
person

Free-text content Anything you choose to write in a message box, Contact form, email
including any details about your reasons for
seeking care

Payment and insurance  Insurer name, policy or member number, billing Only where you provide these to
data details us; the website [does / does not]
process card payments

Recruitment data CV, qualifications, licence details If you apply for a role via the site

Please do not send clinical details through the website. Our contact and booking forms are for arranging
an appointment, not for clinical assessment or crisis support. Please keep messages to the minimum
needed to arrange contact. If you are in crisis or need urgent help, see section 13.

3.2 Information collected automatically
¢ |P address (which may be truncated or anonymised), device type, operating system, browser type
and language;

o Pages visited, referring page, time and duration of visit;

¢ Cookie and similar identifiers (see section 6).

3.3 Special category / health data

Any information that reveals that you are seeking, have sought, or are receiving mental health care is
sensitive personal data. This includes the mere fact that you have booked an appointment with us. We
treat all such data — including the fact of an enquiry — as confidential health information, and we apply
the safeguards in sections 7 and 8 to it.

We do not knowingly collect health data through general website analytics, and we do not pass health
data or appointment-related identifiers to advertising networks.

4. Why we use your data, and our legal basis

We process personal data under the UAE Federal Decree-Law No. 45 of 2021 on the Protection of
Personal Data ("PDPL"), Federal Law No. 2 of 2019 on the Use of ICT in Health Fields, applicable Dubai
Health Authority regulations and, where applicable, the EU/UK GDPR and the Swiss Federal Act on Data
Protection (see section 10).

Purpose Legal basis

Responding to enquiries and arranging appointments Your consent; performance of a contract or steps taken
at your request



Purpose

Providing psychiatric, psychological and related care,
and maintaining your medical record

Billing, insurance claims and accounting

Complying with DHA reporting, licensing, inspection,
medical liability and record-retention obligations

Website security, fraud prevention and abuse detection

Understanding how the site is used so we can improve
it

Sending you newsletters or service updates
Recruitment

Establishing, exercising or defending legal claims

Legal basis

Provision of healthcare by a licensed facility; legal
obligation under UAE health legislation; explicit consent
where required

Contract; legal obligation

Legal obligation

Legitimate interests; legal obligation

Consent (analytics cookies)

Consent (withdrawable at any time)
Steps prior to entering an employment contract

Legitimate interests; legal obligation

We do not sell personal data, and we do not use your data for automated decision-making that produces

legal or similarly significant effects on you.

5. How we protect confidentiality

Because our patients are mental health patients, we apply stricter-than-standard handling to enquiry

data:

¢ Access to enquiry and appointment data is limited to administrative and clinical staff who need it to

do their job, all of whom are bound by professional confidentiality and by signed confidentiality

undertakings;

¢ Clinical records are held in our [name of clinical/EMR system] system, separately from marketing

and website systems;

¢ We do not add patients or enquirers to marketing lists on the basis of a clinical relationship —

marketing only ever happens with separate, explicit opt-in;

e Website form submissions are transmitted over TLS encryption and stored [where and for how

long];

¢ We use appropriate technical and organisational measures including encryption at rest, access

logging, role-based permissions, staff training and periodic review.

No transmission over the internet is completely secure. If we become aware of a personal data breach
that is likely to prejudice your privacy or confidentiality, we will notify the UAE Data Office and/or the
Dubai Health Authority and affected individuals in line with our legal obligations.

6. Cookies and tracking

We use cookies and similar technologies as follows:



Type Purpose Set by default?

Strictly necessary Site security, load balancing, remembering your cookie Yes — cannot be
choices, making forms work switched off
Functional Remembering language and display preferences Only with consent
Analytics Understanding aggregate traffic and page performance (e.g. Only with consent
[Google Analytics 4 with IP anonymisation / Plausible /
Matomo])
Marketing / [We do not use advertising or retargeting cookies. / We use Only with consent
advertising the following: ...]

You can accept, reject or change your cookie preferences at any time via our [cookie banner / "Cookie
settings" link in the footer], and you can delete cookies through your browser settings. Rejecting non-
essential cookies will not affect your ability to contact us or book an appointment.

Given the sensitivity of our services, we do not deploy advertising or social-media retargeting pixels on
appointment, booking or condition-specific pages. [Adjust this sentence to match your actual
configuration — it must be true.]

7. Who we share data with

We disclose personal data only where necessary, and only to:

e Our clinicians and staff, on a need-to-know basis;

* Service providers acting on our instructions (data processors) — for example website hosting, our
clinical/EMR system, appointment scheduling, telehealth platform, email provider, IT support and
accounting. Each is bound by a written contract requiring confidentiality, security and use of the
data only for our purposes;

¢ Your health insurer or its administrator, where you ask us to bill them and to the extent required to
process the claim;

¢ Regulators and authorities, including the Dubai Health Authority, the DDA and courts or law
enforcement, where we are legally required to disclose;

¢ Another healthcare provider, only with your consent, or where a referral or continuity of care
requires it, or in an emergency where disclosure is necessary to protect life;

¢ Professional advisers (lawyers, auditors, insurers), under confidentiality obligations.

We do not disclose that you are a patient of the Centre to anyone — including family members or
employers — without your explicit consent, unless we are legally obliged to do so or there is a serious
and imminent risk to your life or the life of another person, in accordance with UAE law and our
professional obligations.

8. Health data storage and international transfers

Under Federal Law No. 2 of 2019, health data generated in the UAE must, as a rule, be stored and
processed inside the UAE, and may not be transferred outside the country except in the limited
circumstances that law allows and, where required, with the approval of the competent health authority.

Accordingly:



Your medical record and clinical data are stored on infrastructure located in the United Arab
Emirates [confirm this with your EMR vendor and state the provider/region];

Website enquiry data [is stored in ... / may be hosted at ...];

Where a supplier processes data outside the UAE, we transfer only what is strictly necessary, we do
not transfer clinical records for such purposes without the required approvals, and we put in place
appropriate safeguards (contractual clauses, adequacy, or your explicit consent, as permitted under
Articles 22—-23 of the PDPL).

If you are located in the European Union, the United Kingdom or Switzerland, transfers to the UAE are

made on the basis of [Standard Contractual Clauses / your explicit consent / necessity for the

performance of a contract with you], and you may request a copy of the relevant safeguards from

info@lestoises.ae.

9. How long we keep data

Data

Retention

Medical records Retained for the minimum period required by UAE health legislation and

DHA regulations — currently at least 25 years from the date of the last
patient entry, or such longer period as the law requires. [Confirm the
current DHA requirement applicable to your facility.]

Website enquiries that do not lead to [12] months, then deleted
an appointment

Appointment and billing records As required by UAE commerecial, tax and health law (typically 5+ years

for financial records)

Newsletter subscriptions Until you unsubscribe, plus a suppression record so we do not contact
you again

Recruitment applications [6-12] months unless you consent to us keeping them longer

Server logs and analytics [14] months or less

10. Your rights

Subject to the exemptions in applicable law, you have the right to:

Be informed about how we use your data (this policy);
Access the personal data we hold about you and obtain a copy;
Rectify inaccurate or incomplete data;

Request erasure of data we no longer have a lawful reason to keep — note that we generally
cannot delete a medical record before the statutory retention period expires;

Restrict or object to certain processing;

Data portability — receive certain data in a structured, machine-readable format;

Withdraw consent at any time, without affecting the lawfulness of processing before withdrawal;
Object to direct marketing at any time, free of charge;

Not be subject to automated decision-making with significant effects;

Complain to the competent authority.



To exercise any of these rights, contact info@lestoises.ae. We may ask you to verify your identity before
we act — this protects you, since a request about a mental health record is itself sensitive. We aim to
respond within 30 days, and will tell you if we need longer.

Access to your own psychiatric or psychological record may be provided in a manner consistent with
clinical safety and UAE law; in limited cases your clinician may arrange for the information to be
explained to you in a consultation, or may withhold specific third-party information contained in the
record.

Complaints. If you are unhappy with how we have handled your data, please contact us first. You may
also complain to:

¢ The UAE Data Office (federal data protection authority);

¢ The Dubai Health Authority, for matters concerning your health information or the conduct of the
Centre;

¢ Your local supervisory authority, if you are in the EU/UK/Switzerland.

11. Children

Our website is not directed at children. We provide clinical services to minors only in accordance with
UAE law and with the consent of a parent or legal guardian. We do not knowingly collect personal data
from a child through the website without guardian consent. If you believe a child has provided us data
through the site, contact info@lestoises.ae and we will delete it.

12. Third-party links, telehealth and social media

Our site may link to third-party sites (for example, an appointment booking platform, a payment page, an
insurer’s site, or our social media profiles). We are not responsible for their content or privacy practices;
please read their policies.

If you use our telehealth / online consultation service, the session is delivered via [platform name], which
is [DHA-approved / end-to-end encrypted]. Sessions are not recorded unless you give separate written
consent. [Amend to match reality.]

13. Emergencies

The website, our forms and our email inbox are not monitored 24/7 and are not an emergency service. If
you or someone else is in immediate danger, call 999 (UAE emergency services) or go to the nearest
emergency department. For mental health support in Dubai you can also contact the Dubai Health
Authority Mental Health Support Line on 800 4673 (800 HOPE). [Verify this number is current before
publishing.]

14. Changes to this policy

We may update this policy from time to time. We will post the new version here and update the "Last
updated" date. If the changes are significant, we will notify you [by email / by a prominent notice on the
site].

15. Contact us



Les Toises Wellbeing Center MC FZ LLC

Office 201, Boutique Office No. 02, Dubai Media City, Al Zahra Street, Al Safa Second, Dubai, UAE
Email: info@lestoises.ae

Telephone: +971 4 580 6514

This document is a template prepared for Les Toises Wellbeing Center MIC FZ LLC. It is not legal advice. Before publishing, it
should be reviewed by a UAE-qualified lawyer and checked against your actual data flows, your EMR and hosting
arrangements, your cookie configuration, and current DHA and PDPL requirements.
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